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EHR-Based Research Yields Insights on CKD
By Bridget M. Kuehn

P

atients with chronic kidney disease who also have
chronic obstructive pulmonary disease (COPD)
have a 41% increased risk of death, according to a recently published study that relied on electronic health
records (EHRs) (Navaneethan SD, et al. Am J Nephrol
2016; 43:39–46).
The finding is part of a growing body of evidence demonstrating the power of EHR-based studies to help elucidate the many factors that contribute to poor outcomes
for patients with CKD. The technology is also being used
to help test ways to improve their care.
Joseph Nally, MD, a coauthor of the COPD study
and Director of the Center for Chronic Kidney Disease
at the Cleveland Clinic, and his colleagues began exploring electronic data for CKD research nearly a decade ago.
There were a few “false starts” using billing data before the
multidisciplinary team eventually created a CKD registry using EHRs, Nally said. Their registry now includes
110,000 patients, he said.
One of the reasons EHRs are particularly useful for
CKD research is that objective laboratory values found
in EHRs can identify patients even if they haven’t been
diagnosed, said Jesse D. Schold, PhD, of the Cleveland

Clinic’s Quantitative Health Sciences Department.
“That allows you to identify patients who haven’t been
recognized through other traditional means,” Schold said.
This is particularly important in CKD patients because
only about 10% have CKD listed as a condition in their records (Jolly SE, et al. Am J Nephrol 2014; 39:288–96). Patients who aren’t listed as having CKD are less likely to see a
nephrologist and receive recommended testing, and are more
likely to receive contraindicated medications, Nally noted.
Another factor that aids EHR-based kidney disease research is the ability to access data from the United States
Renal Data System, which provides a census of all patients with end stage renal disease in the US, Schold said.
Nally noted that his team also taps data from the Ohio
Death Index, which can provide cause-specific deaths for
CKD patients (Navaneethan SD, et al. J Am Soc Nephrol
2015; 26:2512–2520).
Having a CKD registry also makes study recruitment
more efficient. “The CKD registry is a spectacular vehicle for recruitment into research studies and randomized
controlled trials,” Nally said.
Currently, Nally and his team are using their registry for continuous quality improvement efforts (CQI).

For example, they have compared the outcomes of 500
CKD patients who receive care in a CKD clinic, which
uses nurse practitioners and algorithm-based care, with
1500 matched CKD patients receiving standard nephrology care. So far, the CKD clinics have performed better
on patient processes of care and patient education, but
whether it translates into better outcomes is unknown,
Nally noted.
The team is also exploring the use of EHR-linked
technologies for patient engagement through an ongoing
randomized trial funded by the National Institute of Diabetes and Digestive and Kidney Diseases. The Cleveland
Clinic’s CKD-enhanced patient portal allows patients to
access their lab results, request appointments or prescriptions, or send messages to their clinicians. It also provides
CKD-stage–specific information. For example, stage 4
patients may receive information about managing anemia
or dialysis options.
“There is momentum in health care to facilitate transparency, which allows for joint decision-making [among]
patients, caregivers, and providers,” Schold said. “The
proliferation of [electronic] data and technology will facilitate that and [help us] understand best practices.”

Commercial Online Health Data Research: Weighing
Privacy Concerns against Potential for Medical Insights
By Bridget M. Kuehn

S

earch engines are one of the first places many
Americans turn when looking for health information, according to a 2013 survey by the Pew Research
Center. But what they may not know is that the data
from these searches is collected by the search engine
and is increasingly being used for health research and
public health surveillance.
The data has enormous potential to help researchers
better understand pressing public health issues and perhaps even to identify individuals at risk of developing
serious disease. But this emerging venue for health research also poses new questions about what constitutes
consent for research use of online health information
and what role corporations, who own the data, should
play in the process.
“Innovation is crucial in our world, and these approaches that have shown promise should be pursued if
we develop appropriate methods to ensure the benefit
to society and individual patients,” said Mauricio Santillana, PhD, a member of the faculty at Boston Children’s Hospital and an associate at Harvard’s Institute
for Applied Computational Science.

Emerging field
Epidemiologists have been at the leading edge of using
search data, often combined with data from electronic
health records or social media sites, Santillana said. His
group at Harvard University has partnered with Google to use its data for tracking and forecasting epidemics
of the flu and other infectious diseases. 		
While initial attempts to develop a Google search–
based flu-tracking system were stymied, methods have
improved substantially since then (Yang S, et al. Proc

Natl Acad Sci USA 2015; 112:14473–14478). Now,
Santillana and his colleagues can produce very accurate
outbreak estimates in real-time and accurate forecasting of flu trends about 1 to 2 weeks ahead.
“The field has evolved quite a bit,” Santillana said.
“We basically show data from Google searches may be
noisy and may not be straightforward to interpret, but
by developing robust methods we can minimize the effect of the noise and produce accurate forecasts.”
Other types of research are also being explored that
are more longitudinal and focus on individuals. For
example, researchers from Microsoft recently showed
that Bing search data might be useful to identify individuals with symptoms of pancreatic cancer even
before diagnosis (Paparrizos J, et al. J Oncol Pract. pii:
JOPR010504 [Published online June 7, 2016]). Such
early identification might help improve patient outcomes, because many patients with pancreatic cancer
receive diagnoses too late to be treated effectively, wrote
lead author John Paparrizos, MSc, a computer scientist
at Columbia University and his colleagues from Microsoft.
“The results highlight the promise of using Web
search logs as a new direction for screening for pancreatic carcinoma,” the authors wrote.

Privacy and oversight
But concerns have been raised about protecting individuals’ privacy and the oversight of online health data
research.
“People have a very different sense of privacy around
their medical data,” said Elizabeth Buchanan, PhD, an
ethicist at the University of Wisconsin-Stout in Menomonie, Wisconsin.

They may also have different expectations for privacy depending on whether they are posting health
information on a social media site or whether they
are conducting a search, Buchanan said. Most companies’ terms-of-use policies outline that user data will be
logged and possibly used for research or other purposes, including commercial ones, Buchanan said.
“We should be aware that third party apps are collecting, repackaging, and repurposing our data whether
it is posted in a public space or if it is something we
consider more private like a search query,” she said.
It’s important to be aware of how this data might be
used in ways that are beneficial, for example, for disease
surveillance or for patient outreach, while also understanding the ways that composite online health data
might be used to identify an individual or even used to
harm them, Buchanan said.
“The promise of personalized medicine and predictive analytics is that it can help,” she said. “But we want
to be careful of the larger more dangerous uses of these
kinds of data,” she said.
Santillana said his group protects the privacy of
searchers’ health information by using aggregate data
and trying to ensure that individuals can’t be re-identified through the data.
“We do our best to maintain the anonymity of the
population we are trying to help,” he said.
Other potentially promising uses that track an individual’s search behavior may trigger greater public concerns about privacy, Santillana said. For example, what
if insurance companies got access to the information
and used it to refuse to sell the person insurance?
“If a patient is identified as likely to get a diagnosis
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based on search history, who gets the information?”
Santillana said. “The benefit could be great, but the
implementation is not clear.”
He emphasized that he supports industry-academic partnerships provided the goals are very clearly outlined.
“I’m a big supporter of innovation and a big supporter of partnering with industry with the understanding that the goal is to improve social good and
patient-centered care,” he said.
There are also questions about oversight of searchdata–based research. In traditional biomedical studies, academic scientists and medical professionals
at universities must get approval from institutional
review boards (IRBs) (Vayena E, et al. Am J Public

Health 2012; 102:2225–2230). Corporations may
have less strict review processes, said Buchanan.
For population-level or aggregate data research,
such as that done by Santillana’s group, IRB approval
is not required even at academic institutions.
Government oversight of such research is limited.
The Department of Health and Human Services’
Office of Human Research Protections (OHRP)
has published non-binding recommendations about
online health data research, which Buchanan co-authored. The recommendations call on researchers to
be sensitive to the unique privacy and security concerns associated with online health data.
The US Department of Health and Human Services National Coordinator for Health Information
Technology has issued recommendations for “Big
Data” health research that call for more transparency
about the computer algorithms used to collect and
analyze health data online. The recommendations
also call for policies to protect online health data that
would fall outside of the Health Insurance Portability

and Accountability Act (HIPAA).
The European Union (EU) has been ahead of the
curve in regulating the use of search data (http://
ec.europa.eu/justice/data-protection/) and ensuring
that the public is informed, Santillana said. For example, on a recent trip to England he searched for
information about fevers on Google and immediately
received a notification that his information could be
used for research purposes, and was given the option
of saying yes or no to that use of his data.
“The EU based on their history has become very
aware of the harmful potential of having a single entity
control information that is sensitive,” Santillana said.
While debate continues about the regulation and
uses of personal data in the US, Santillana said, “People should be informed.”
Buchanan agreed. “It comes back to our communal sense of data and social media literacy,” she said.
“All of us need to understand what is happening behind the scenes. We need to be aware of the trails of
data we are creating and how they are being used.”

Expanded Access To CMS Claims Data Offers
Benefits and Risks for Patients
By Bridget M. Kuehn

A

new rule from the Centers for Medicare &
Medicaid Services (CMS) would extend access to CMS claims data to support quality improvement efforts. But the increased access to personally identifiable claims—including to for-profit
companies—may pose privacy risks for patients.
The rule, released July 1, 2016, will allow organizations that the CMS has certified as “qualified entities” to share or resell CMS claims data
analyses to clinicians, health care organizations,
or other organizations, including for-profit ones,
to be used for quality improvement efforts. The
new rule also outlines privacy and security requirements for the organizations receiving patientidentifiable or de-identified data.
“Increasing access to analyses and data that include Medicare data will make it easier for stakeholders throughout the healthcare system to make
smarter and more informed healthcare decisions,”
said CMS Chief Data Officer Niall Brennan in a
press release.
For example, CMS noted that qualified entities could analyze the care received by chronically
ill populations to boost quality and possibly drive
down the cost of care for these individuals. This
might be particularly useful in improving care for
patients with chronic kidney disease (CKD) or
end stage renal disease. Patients with CKD now
make up about 10 percent of the Medicare population, but account for about 20% of Medicare
costs, according to an analysis from the United
States Renal Data System (http://bit.ly/29ODoit).

Extending data access
The Affordable Care Act of 2010 required CMS to
make claims data more accessible to enable measurements of clinician and supplier performance.

To qualify for the program, organizations must
have experience with performance measurement,
be able to handle and combine large datasets, allow clinicians to review and correct performance
reports, and meet strict standards for data privacy
and security (http://bit.ly/29ELnOK). Initially,
CMS only allowed the data to be accessed by nonprofit organizations and required public reporting
of analyses. But the new rules will extend access to
for-profit entities and allow resale of analyses.
To maintain patient privacy, the new rule requires organizations receiving the CMS claims
data to use data privacy and security protections
“at least as stringent” as that required of organizations covered by the Health Insurance Portability
and Accountability Act (HIPAA).
Although CMS has placed some limits on the
use of the claims data by for-profit organizations
in the new rule, some privacy advocates are concerned identifiable health data might eventually
wind up in the hands of companies selling the data
for marketing purposes.
“The for-profit change opens the door to a lot
of problems,” said Pam Dixon, executive director
of the World Privacy Forum, a public interest research group based in San Diego, CA.
Many of the for-profit companies that are sophisticated enough to analyze the informationrich CMS claims data also have data brokering
divisions, explained Dixon. These data brokering
endeavors infer health information about individuals using data sets, like magazine subscriptions,
and combine that with other marketing data for
resale. The data gathered about an individual
through these enterprises is often riddled with errors. For now, CMS has been conservative, only
approving a small number of highly vetted for-

profits, Dixon said.
“I’m really concerned about who might be approved down the line,” Dixon said. “Right now,
it does not seem to be really problematic for forprofits [approved by CMS], but that doesn’t mean
there won’t be [problems] in the future.”
New protections in the rule, such as requiring
qualified entities and those they share data with
to meet HIPAA standards for privacy and security, are good steps, Dixon noted. But they are
not foolproof. For example, HIPAA allows deidentified patient data to be shared. Studies have
revealed, however, that it is very easy to re-identify
individuals in such data sets (Sweeney L. Journal of
Law, Medicine & Ethics 1997; 25:98–110). Large
for-profits that broker data for marketing purposes
in particular could easily re-identify individuals,
Dixon noted.
“There is no such thing as anonymous claims
data,” Dixon said “Our ability to re-identify the
data is too strong.”
Another concern is that CMS sharing the data
with outside organizations increases the risks of
privacy breaches.
“If the data is ever breached and goes out in
the wild, that is going to be a profound issue for
every patient who has their personally identifiable
claims data breached,” Dixon said.
Finally, CMS will no longer require public
reporting of all of the qualified entities’ analyses
based on the data, although other requirements
still apply. This change may reduce transparency,
which was part of the initial promise of the program, Dixon said.
“The purpose of this data is to be used for public benefit, not just for enhancing the profits of a
for profit company,” she said.

